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Abstract:

Introduction: Indonesia’s rapid digital transformation has reshaped the social environment, particularly for digital
natives. With more than 80% of the population frequently utilizing numerous online platforms, the prevalence of
online harassment, including cyberbullying and gender-based violence, doxxing, and hate speech, has created a
hazardous environment. This paper aimed to investigate the patterns of online harassment that young people in
Indonesia are exposed to and to explore the factors they recognize as important for addressing the issue and
protecting themselves in the future.

Methods: The research was designed as a descriptive survey, with questionnaire data obtained from 400 university
students across Indonesia. The questionnaire measured exposure to types of online harassment, psychological
impact, media-use patterns, and perceived mitigation strategies.

Results: TikTok, Instagram, and Twitter/X were most frequently associated with harassment; respondents reported
notable psychological harm and technology-facilitated sexual violence. Media literacy and digital-security awareness
were only moderate, and Indonesia’s high-context communication norms were associated with underreporting and
reactive protection strategies.

Discussion: The participants were highly engaged in online entertainment and social interaction; however, the levels
of media literacy and digital security awareness were moderate. Moreover, the study’s findings reveal how cultural
behavior, particularly Indonesia’s high-context mentality, may promote low reporting and protection-reactive
attitudes.

Conclusion: The data analysis frequently identified risk-reduction procedures favored by young people, such as
enhancing digital literacy, improving platform accountability, and establishing peer-supported systems to supplement
inadequate online education environments. Additionally, the findings suggest the immediate need to enhance digital
security measures and create educational and policy programs to create safer online spaces tailored to the needs of
digital natives.
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1. INTRODUCTION

The massive advances in science and technology mark
an era of disruption. The era of disruption marks a period
of innovation and profound societal transformations [1].
The COVID-19 pandemic has been a major catalyst for
significant shifts in infrastructure and government
policies, leading to the transition of all offline operations
to online platforms in early 2020. The digital technology
disruption era, as outlined by Tapsell [2], will result in
significant changes in identity, knowledge, divergence,
and connectivity.

At this point, it is worth noting that this phenomenon
has significantly impacted the expansion of public access
to cyberspace. Such opportunities include equality in
education and free access to information, entertainment,
consumer policies, and politics, and many others.
Obviously, in addition to the listed positive points, digital
technology also provides a powerful channel for the
spread of harmful content, including hate speech,
intolerance, disinformation, as well as cyberbullying [3-5].

However, adverse side effects are occurring all over
the world, even in Indonesia, where it is used. Indonesia is
one of the world’s heaviest consumers of the Internet and
media. The number of Internet users in Indonesia has
expanded to 80% of the total population; over 222 million
people reported the Indonesian Internet Provider
Association or APJII [6]. Indonesian internet use has
surpassed the point of being a “fad” or trend; rather, it has
grown into an essential social tool.

Additionally, the Indonesian Internet Provider
Association reported that social media use is the most
frequently used online activity [6]. On average, people
devote more than 8 hours per day. The data indicate
Indonesians are extremely intense users of social media.
Compared to other countries, Indonesia stands out for its
exceptionally strong interest in social media. Social media
is a recent worldwide trend that profoundly alters the
nature of interpersonal communication, especially among
digital natives. Specifically, the group of people aged
15-24 has grown up in an environment of quickly changing
digital technology [7, 8]. Consequently, they are not only
active social media users but also rely on digital platforms
for daily activities, including communication, education,
and entertainment.

However, the current users' media literacy does not
match the high intensity of their social media use. In the
Indonesian case, literacy levels are considered very low.
Based on surveys conducted over the last decade,
Indonesians have a low literacy rate, with only 17.66% of
the population literate [5, 9, 10]. In fact, the study carried
out by Miller and McKenna showed that Indonesia was
ranked second from the bottom among the world's 61 most
literate nations [11].

Subsequently, the lack of response to the media
literacy issue has significantly impacted Indonesian social
media users. To illustrate the case, Indonesia has the
highest rate of cyberbullying, with more than 41 percent.
As a result, the percentage of cyberbullied youth in the
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country has been recorded as the highest in Southeast
Asia [12]. Adding fuel to the fire, the Indonesian people's
behavior on the Internet has been ranked by Microsoft's
Digital Civility Index as one of the world's most
disrespectful online communities, due to the high number
of Indonesian netizens exposed to harmful and rude online
postings [13]. Then, a survey conducted by the National
Commission on Harassment Against Women and Children
(KPAI) indicates a substantial rise in instances of digital
harassment against children and adolescents in Indonesia
over the past five years, with victims experiencing severe
difficulties in achieving mental recovery [14].

The recent development of Generative Al has indeed
intensified this issue. These digital crimes include hidden
cameras and false sexual content, in which attackers
utilize digital technologies to make phoney and sexually
explicit photos and videos without the victim's permission
and share them in online communities [15].

Despite the large number of studies on harassment in
online media, a comprehensive mapping of harassment on
social media through the lens of digital natives remains
relevant. Previous studies have demonstrated that,
particularly in Indonesia, the primary focus has been on
specific forms of harassment, such as cyberbullying, and
the cases have been concentrated on the victim being
female and the school environment [12, 16-18]. This leaves
a gap in understanding how multiple harassment types
(cyberbullying, gender-based harassment, hate speech,
doxing, and cyberstalking) distribute across contemporary
platforms and how digital natives themselves perceive
mitigation priorities. Our study fills this gap by providing a
cross-platform mapping of five distinct harassment types
among a sample of 400 Indonesian university students,
and by linking social media platform-specific patterns to
cultural communication norms and platform affordances.

Demographically, digital natives are the largest
segment of Indonesia’s social media users, and they have a
high potential to experience online harassment. There are
many underreported cases due to Indonesian culture’s
emphasis on avoiding direct conflict or confrontation.
Hence, we are confident that by undertaking this project,
we can identify the pattern of harassment, present a more
comprehensive depiction of digital vulnerability, and raise
awareness among Indonesian digital natives to better cope
with potential online harassment, as well as offering direct
implications as a supporting reference for platform
moderation and national digital literacy programs.

This study is fundamentally grounded in three
complementary theoretical frameworks. The Uses and
Gratifications Theory (UGT) was introduced by Katz, E.,
Blumler, J. G., and Gurevitch, M. [19] who pinpointed that
Individuals actively use media to fulfill various needs. In
this case, it elucidates the reasons digital natives engage
with social media, namely for amusement, interaction, and
information, and how these motivations influence their
exposure to online threats. The Communication Theory of
Identity (CTI), as described by Hecht [20] emphasizes the
various dimensions of identity, including personal,
performed, relational, and communal. It is relevant to the
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study because digital natives navigate their online
activities, rendering them susceptible to harassment
related to self-presentation and social inclusion. Lastly,
our study also refers to Social Presence Theory (SPT) by
Short J, Williams E and Christie B [21] who underscores
the apparent immediacy and closeness of online
interactions, which can amplify both positive engagement
and detrimental experiences such as cyberbullying or
gender-based abuse. Collectively, these frameworks
connect Indonesia's extensive social media usage and
inadequate media literacy to the present study's objective:
delineating harassment patterns across platforms and
developing mitigation techniques that resonate with the
lived experiences of digital natives.

Accordingly, we sought to push this line of inquiry
further to propose the following two research questions: 1)
What patterns of online harassment are most prevalent
among Indonesian digital natives? 2) What are the
important factors needed to be able to navigate online
harassment? We expect that the survey and pattern
identification in this study will contribute to digital literacy
research, particularly in the country with the highest
number of social media users in Southeast Asia.

2. LITERATURE REVIEW

Given that Indonesia is one of the countries with the
highest social media use and the highest number of digital
natives [1, 22]. It is necessary to conduct a deeper look
into the potential forms of online harassment. Online
harassment involves not only verbal abuse or intimidation,
but also more subtle and hidden forms, as we will
elaborate below.

2.1. Online Harassment in its various Forms

With the rapid advancement of digital technology,
online harassment continues to evolve and become
increasingly complex. Online harassment, including online
-based harassment, can occur at any time, in any location,
and by any individual, even if the perpetrator is not
physically present. This form of harassment can infiltrate
an individual's most private areas, even in locations
considered physically secure [23]. Furthermore, because
online harassment can be committed anonymously and
transcend jurisdictional boundaries, online harassment
also leaves digital traces that are often difficult to follow.
More than half of Internet users in 22 countries report
abuse at some level or more common occurrences of
abuse. It varies from around 20% in Japan to over 41% in
Indonesia [24, 18].

Online harassment is an umbrella term for a variety of
online experiences. For this study and as outlined in prior
studies, we categorized five types of online harassment:
cyberbullying, Online Gender-Based Harassment, Hate
speech, doxing, and cyberstalking, each with distinct
characteristics and impacts [24-27].

At present, the term “cyberbullying” is the most
globally recognized term for online harassment. Cyber-
bullying is described as a form of non-physical violence
whereby people threaten, intimidate, or repeatedly

humiliate other social media users [27, 28]. The second
type is online harassment that is based on gender. Online
abuse of this kind can be literally understood as targeted
harassment against people because of their gender, and
its main victims are primarily female. The phenomenon
has much in common with usual online harassment or
cyberbullying, but these two kinds of online-based
violence do not relate to gender-based violence. Much
more narrowly, gender-based violence is understood as
abuse and discrimination committed against people based
on their gender, and mostly on their female gender [1].

As for hate speech, the definitions are often considered
vague or contradictory [29]. However, for this study, we
summarized a more accepted notion based on concept
similarities identified in previous studies. Hate speech is
defined as any form of expression that is harmful or
contemptuous and that attacks, degrades, or discredits
individuals based on their social identities [30, 31].
Furthermore, hate speech deliberately incites discrimi-
nation or harm against targeted groups, explicitly assaults
collective identities rather than individuals, and is
magnified by the internet or social media platforms
spreading such content virally [32-34].

Doxing is the act of intentionally disclosing someone
else's personal information without their permission. It
frequently happens on social media and is carried out by
anonymous users. To humiliate, threaten, or intimidate
others, this intentional public release involves extracting
information from publicly available databases and social
media sites, as well as using hacking and social
engineering [35].

The other type of online harassment is cyberstalking.
Literally, cyberstalking is the act of stalking someone
online to obtain personal information, terrorise them, and
even harass them. Although there is no physical contact,
cyberstalking can cause a lack of self-confidence, trauma,
and even cognitive disorders [36].

Technological advances change how people act.
Traditionally, there was a saying that read, “Watch your
mouth,” but it has since been replaced with “Watch your
thumbs.” Many internet users, whether intentionally or
unintentionally, engage in various forms of online
harassment due to their overreliance on social media and
their lack of literacy in assessing their actions on the
platform.

2.2. What does this Mean for Indonesian Digital
Natives?

In line with the phenomenon, digital natives,
regardless of gender, are at greater risk of experiencing
online-based harassment compared to other potential
victims. Because they openly share who they are online,
digital natives become particularly vulnerable to online
harassment. However, they often fail to possess the media
literacy skills they need. [37, 38]. They are more likely to
be victims of online violence like cyberbullying, doxxing,
or sharing pictures without permission because they
spend a lot of time online, and they have a kind of
compulsion to always be relevant to issues in the online
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world [39]. High exposure to online interactions and that
type of online social pressure to remain up to date makes
them easier targets for many forms of online harassment.

The phenomenon in Indonesia represents a type of
global challenge and, despite that, it is shaped by certain
peculiarities characteristic of the local socio-cultural
distinction [22]. Specifically, high-context countries such
as Indonesia, which usually encourage non-confrontational
and indirect communication to prevent direct inter-
personal confrontation, often become triggers of
harassment on social media.

Such behavior finds its seed in social media’s
anonymity; thus, online abusers are likely to feel safe as
they are not afraid to be challenged. In a real-life
environment, they would not do such a thing. Even if they
are not the most aggressive or violent citizens,
Indonesians have to find alternative ways of expressing
their opinion. Due to cultural constraints, they are not
allowed to express how they truly feel since high-culture
interactions do not allow them to express their opinions
and views, leading to a conclusion from previous research
indicating that Indonesian citizens are the friendliest
people while being one of the most aggressive online
citizens [13, 40].

Online harassment in Indonesia has a relatively high
rate, which is a serious matter of concern. This
phenomenon is on the rise, and it is on the list of the top
five countries with online harassment globally, and has
continually targeted digital natives [18, 22]. Moreover,
with the current low media literacy level among
Indonesians, this will continue to happen if media literacy
education is weakly promoted to all relevant stakeholders
[5, 10].

This rationale supports the need for a study that maps
different forms of digital violence as perceived by digital
natives. Their experiences in coping with and under-
standing online violence are varied and complex. Prior
studies have shown that firsthand perspectives offer
significant insights into the most dangerous forms of
violence and the strategies employed to navigate these
situations within their social and cultural contexts,
yielding authentic understandings from their viewpoint
[17, 41]. Eventually, policies or interventions can be more
focused and aligned with their needs if we have a better
grasp of the many types of violence they encounter.

3. METHOD

This study is quantitative by nature, and the authors
conducted a descriptive survey to map the most common
types of online harassment among Indonesian digital
natives. In collecting the data, the authors employed a
single-variable survey method. Hence, a descriptive survey
using quantitative techniques can be applied to determine
or map a given characteristic, behavior, or fact regarding
a population. This definition supports the stated overall
objective of cartography to describe the typical forms of
online harassment and identify the key factors to address
them.
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This study aimed at investigating the types of online
harassment faced most frequently by Indonesian digital
natives. The authors disseminated a structured online
questionnaire to a varied sample of student participants
living in different regions. The study instrument measured
the frequency and the characteristics of online harassment
and allowed the participants to reflect on and estimate the
characteristics of their experience with the phenomenon.
The setting of this cross-sectional study was online in
Indonesia, focusing on university students from different
provinces. The data were collected from July to September
2025, and were collected through a structured online
questionnaire that was sent out through university
messaging groups and social media networks, including
Instagram and WhatsApp.

Several open-ended questions also contributed to the
analysis and results of this study, as they were designed to
collect the participants’ perspectives on the factors that
contribute to mitigating the issue. To highlight the most
salient factors in mitigating online harassment. The
authors set the confidence level at 95% and an error
margin of 5%. The sample was selected from the
accessible population wusing a voluntary online
convenience sample. Eligibility criteria for this study
include enrollment at an Indonesian institution, ages
17-24, and frequent social media use (more than 2 hours
daily). Public online invitations were posted in university
messaging groups and shared via social media networks
(Instagram and WhatsApp) and student channels. The
survey link was accessible to any eligible student who
received the invitation or who received a forwarded link;
therefore, the sample is a non-probability convenience
sample rather than a simple random sample. The sample
size was calculated using Krejcie & Morgan’s formula [42].
Since the university student population in Indonesia
exceeds 1 million, the formula yielded a minimum sample
size of 384. The researchers collected 400 respondents for
this study.

The primary outcomes for this study were the
prevalence and patterns of online harassment, especially
the frequency of cyberbullying, hate speech, gender-based
harassment, doxing, and cyberstalking. Then, perceptions
of psychological impacts and mitigation factors (open-
ended responses on literacy and platform tools) were also
measured. Likert-scale items were used as a measurement
tool. As for the exposures and predictors, the authors
focus on social media use patterns and potential
confounders, including demographic factors such as age
and residence.

The questionnaire was developed by the third author
using a theory-driven approach that integrates established
frameworks on digital communication and online
harassment, including Uses and Gratifications Theory,
Communication Theory of Identity, and Social Presence
Theory. Two main constructs were measured: (1) digital
communication characteristics of digital natives (motives,
frequency/intensity, and identity representation),
operationalized into 22 items; and (2) experiences of cyber
harassment (cyberbullying, gender-based harassment,
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hate speech, doxing, cyberstalking, psychological impacts,
etc.), operationalized into approximately 60 items. Items
combined multiple-choice, frequency scales, and Likert-
type measures, and were aligned with prior literature
(e.g., UNICEF [43], Plan International [44]). The
instrument was reviewed for content relevance and clarity
to ensure that wording reflected the lived experiences of
digital natives. The study's reliability was assessed for the
attitudinal sub-construct, demonstrating acceptable
internal consistency with a Cronbach’s Alpha score of 0.71
(o > 0.70). Simultaneously, the formative sub-constructs
were evaluated for validity via content validity, conceptual
coherence, theoretical equivalence, and empirical
categorization. Comprehensive data concerning the
reliability testing have been attached to this manuscript.
In addition, the complete questionnaire, which includes
item wording, response formats, and construct mapping, is
included in the attached instrument for further reference
to ensure transparency and research replicability.

During the analysis, we employed descriptive statistics
to summarize and understand the most common patterns,
such as themes in open-ended question responses. The
authors also calculated frequency distributions, which
helped us understand the most common categories of
online harassment and the corresponding mitigation
factors. The findings are presented in the form of tables,
bar charts, and other charts to aid comprehension.

Furthermore, to ensure the study is in line with
research ethics, the authors keep all respondents’
information confidential and ask for consent before the
survey is conducted. The data obtained will only be used
for this study, and no other use should come out of it. Also,
Al tools utilized in generating background research, such
as “Grammarly”, “DeepL” and “Elicit,” played a role in
supporting the authors in translating documents and
suggesting the quality of the writing style and grammar.
The authors affirm that the utilization of Al adhered to
institutional guidelines and ethical principles pertaining to
academic integrity.

4. RESULTS AND DISCUSSION

In this study, the findings and discussion were
intentionally merged for a more comprehensive under-
standing of the data. Instead of isolating results and
discussion, each thematic sector connects interpretive
portrayals with the substantive evidence, enabling a
thorough and cohesive examination. Initially, the analysis
assesses the regularity of internet tools, content, and
services utilization. Subsequently, the mapping provides a
preliminary assessment of the harassment methods
occurring on the internet, describing their typology,
prevalence, and psychological consequences. Finally, we
investigate the ideal mitigating actions perceived by the
respondents in dealing with online harassment.

4.1. Consumption Pattern

The respondents of this research were female,
comprising 77.5% of the whole group, and male 22.5% of
the entire group. Regarding age, 63.8% of all students

were 18-20 and 21-24 years old, and 0.4% of respondents
were 15-17 years old. This division was made according to
age groups in other studies of digital natives, using
parameters such as use of digital technology, social media,
and digital literacy.

Emerging adults, 18- to 20-year-olds, who are still
adapting to being adults, are still developing a sense of
identity and heavily rely on digital media for learning and
socialization [45]. Ages 21-24 have generally completed
their education or begun a career. This age group has also
been shown to have generally better critical thinking and
reflection with regard to digital media. During this initial
stage, students establish an online identity and are more
likely to be influenced by external sources [46].

The results concerning the characteristics of digital
natives’ media use in cyberspace are based on the regular
observation of the intrinsic motivation for communication,
its frequency, and communication on social media plat-
forms. The survey data show a preference for synchronous
communication social media, including WhatsApp,
Instagram, and TikTok, enabling real-time communication
with short latency. This result notably exceeds those of
asynchronous platforms, such as blogs, YouTube, and
online forums, as shown in Fig. (1). These data confirm
Taipale’s finding that younger generations exhibit
preferences for synchronous communication, such as
instant messaging and internet calling, compared to
asynchronous platforms, like text-based social networks,
blogs, or online discussion forums [47].

Motive Media
* Entertainment (85,6%5)  » WhatsApp (38%)
* Interaction(68,6%) * Instagram (37%)
s Searching for » Tiktok (7%)

news(58,1%)

Frequency
* 4-6 hours/day (51,1%)
* >0 hours/day (24,9%
¢ 1-3 hours/day (23,6%)

Fig. (1). Trends in social media use.

As for the motives of using social media, the following
motives were the most dominant. Firstly, 85.6% of the
respondents used social media for entertainment,
including listening to music, watching movies, checking
out viral videos, etc. In addition, 68.6% of the respondents
used social media to interact with their friends or people
that they already knew. Furthermore, 58.1% of the
respondents used social media to be up to date with the
news. Other motives were seeking inspiration, 41%, self-
actualization, 29.7%, and searching for information
related to political, economic, cultural and sports
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problems, 28.4%. The research findings show that digital
natives are using social media not only for social
networking and entertainment but also as a source of
information and self-expression, as shown in Fig. (2).

The types of information that digital natives most
frequently accessed through social media are the
categories associated with entertainment, such as movies,
games, videos, music, and others, with a rate of 92.5%.
Other important categories were educational ones
(67.5%), followed by video explanations or tutorials
(53.5%), economy, politics, and culture issues (47.8%),
and sports news (13.6%) and religion-based information
(11.4%). The most used social media platform among
digital natives is WhatsApp (38%) followed by Instagram
(37%), TikTok (7%), and some other platforms with a low

Suryadi et al.

percentage. The fact that the majority of social media
users (51.1%) browse for four to six hours a day on social
media indicates that people tend to use social media very
often. 23.6% of the users spend one to three hours a day
on social media, while 24.9% spend over six hours. The
results of this study, shown in Fig. (3) that digital natives
mostly appreciate digital platforms as main sources of
information and entertainment.

Respondents’ online personas were made up of their
online posting, responding, and engagement activity. To
understand these aspects, the CTI-informed study directed
by Hecht, M. L., who identified a model that maps identity
through the four interrelated levels of communication -
personal, enacted, relational, and communal-and these
levels are still applicable in online settings (Table 1).

Social Media Usage Purposes

Searching for political. economical, cultural and sport news(65) NN 28.4

Seaching for culinary, fashion. travel, inspiration, ect.(94) IIINIIIENENEENGEGNGENENGNGEGEGE 11

Self-actualization (posting photos, videos, articles, etc)(68) NG 25.7

Interacting with friends/ acquaintances (157) [ NNIINININININGEEEEEEEE G 5. 6

Entertament (music, movies, viral content)(196) I C5.6

Searching for the latest/ viral news (133) | IEEEEG—_—_ - 1

0

Fig. (2). Purposes of accessing social media.

® <1 hour
® 1-3 hours
® 4-6 hours

® <6 hours

3% 2% 7% 37%

Fig. (3). Frequency of social media use.

10 20 30 40 50 60 70 80 90

38% % 2% 4%
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Table 1. Networking communication patterns of Indonesian digital natives on social media.

Social Media Update (text, q 3 -5 Times a . Several Times a Several Times a
photos, videos, etc) on ;,}0 Y Day %03 ] Week Month ggrgo/Rarely
Social Media ’ 5,2% ¢ 28% 24% e
Comment on other people's >10 times a day 3-5times a 2 -3 times a day several times a several times a month [very rarely
content 2,2% day 2.2% 2,6% week 28,5% 12,7% 51,8%

Personal Informational and Entertaining

. Self-expression A Achievements/works|Personal values and N content (memes,
Most frequently viewed content o activities o . o motivational quotes .
29,4% o 4,8% perspectives 4,8% o funny videos, etc.)
37,3% 8,3%
15,4%

Reas.ons 08 O 00 SUekl Building a personal image 67,8% showing achievements 8,4% 1nsp10r1ng G Poplarity 7%
media 16,7%
Your social media post aligns  [Strongly Agree Agree . o . o
with real-life conditions. 22,4% 59,6% Disagree 17,1% |Strongly Disagree 0,9%

Consider self-image before

- Always 59,6%
posting.

Sometimes 38,6%

Never 1,8%

Selfie/personal photos/videos
38,2%

most frequently displayed on
social media

Hobby photos/videos
33,8%

Reflective statuses Sharlng .
9 6% information
! 18,4%

Consider people's comments on Always 34,2%
your posts.

Sometimes 53,1%

Never 12,7%

People's comments influence
how you present yourself on
social media

Always 21,7%

Sometimes 60,6%

Never 17,7%

The majority of digital natives (30.6%) rarely published
or commented on social media content, such as posts,
status updates, photos, and videos. Only 2% of
respondents reported uploading content more than ten
times per day. In comparison, 5.2% posted three to five
times daily, while 10% posted two to three times per day.
Approximately 28% of respondents uploaded content
several times a week, whereas 24% did so only a few times
per month. Personal day-to-day activities (37.3%) were the
most frequently shared content, followed by self-
expression in photos, videos, personal written posts, and
sharing personal ideas and thoughts (29.4%), and finally
entertainment-related material, e.g., memes and funny
videos (15.4%). The desire to create “who I really believe
that T am” and to be recognized as a specific image
(67.8%), similarly highlighted in visual and textual
postings, emerged as respondents’ primary rationale for
content selection.

Findings from the current study show that 59.6% were
high in self-image mindfulness before posting on social
media. The types of posts analyzed and their respective
order of frequency were as follows: personal content, e.g.,
photos and selfie videos (38.2%), hobby-related content
(33.8%), informative, 1i.e., posts with reference
information, science or news articles, features and blogs,
or other informational posts (18.4%), and reflective status
updates (9.6%). The mindfulness score computed from the
SIPSIMT-SF in the current study showed that 59.6% were
high in self-presentation mindfulness before posting on
social media. The types of posts analyzed and their
respective order of frequency were as follows: personal
content, e.g., photos and selfie videos (38.2%), hobby
content (33.8%), informative posts containing reference
information, science or news articles, features and blogs
or other informational posts (18.4%), and reflective status
updates (9.6%).

Then, 53.1% of participants admitted that they
“sometimes” (53.1%) and 34.2% “always” considered
comments on social media before posting an item.
Furthermore, 82.3% of respondents replied that those
comments determined their online self-presentation.

4.2. Online Harassment Pattern

Respondents in this research identified specific plat-
forms that are shown in Fig. (4) are more prone to online
violence. TikTok (30.6%), Instagram (27.7%), and
Twitter/X (17.5%) were reported as the social media
platforms where online harassment, including hate
speech, technology-facilitated sexual harassment, and
threats of physical violence, is most likely to occur.
Respondents also identified Instagram (23%), TikTok
(18.4%), Twitter/X (9.7%), and WhatsApp (7.7%) as
platforms where cyberbullying, including insults,
impersonation, or spreading false information and harmful
content such as hoaxes, defamation, or doxing, occurs
most frequently. Twitter/X (37.4%), TikTok (34.6%), and
Instagram (13.2%) were reported as platforms where
suicide tendention, self-harm encouragement, and extreme
or graphic violent content are most likely to occur.

Figure 5 illustrates the frequency of online harassment
among Indonesian digital natives, with psychological harm
and exposure to harmful content being predominant at
67.42% and 61.4%, respectively. Physical threats
constitute the lowest percentage at 11.6%, although
sexual harassment ranges from 17.8% to 35.2%, and the
distribution of harmful information varies between 21%
and 30%. These statistics are concerning as they reveal
the susceptibility of the younger generation to enduring
psychological consequences, such as depression, despite
the low incidence of physical threats.
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Online Harassment Types on Social Media Platforms
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Fig. (4). Social media platforms and online harassment types.
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Fig. (5). Forms of online harassment on social media against Indonesian digital natives.

The series of questions was developed to capture
respondents' lived experiences in confronting various
forms of online harassment, such as;

Ex...(23) Have you ever been subjected to hate speech
on social media (e.g., derogatory remarks, discriminatory
language, blasphemous expressions, or insults)?

Ex...(27) Have you ever experienced sexual
harassment on social media (e.g., messages, comments,
inappropriate sexual images, or requests to send explicit
images)?

Ex....(35) Have you ever been subjected to threats of
physical or psychological violence via social media?

Ex.....(42) Have you ever been subjected to bullying on
social media? If so, how many times have you experienced
online bullying within the last six months?

Ex....(45) Have you ever been subjected to the
following types of insults or ridicule?

Ex....(48) Have you ever been subjected to social
media account impersonation (such as a fake account
created using your name and photo)?”
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Ex....(50) Have you ever been subjected to hoaxes,
doxing, on social media (multiple responses allowed)?

Ex...... (55) Have you ever been subjected to
defamation on social media?

Ex...... (65) Have you ever encountered content on
social media or online platforms that addresses or
encourages suicide or self-harm?

Additionally, 35.2% of respondents indicated that they
have been a victim of cyber harassment, with hate speech
on social media being the most frequent victimization.
Such hate speech involved abusive language, disparaging
remarks, discriminatory comments, profane references,

and personal insults. The underlying factors identified as
triggers included physical appearance (21.5%), ethnic or
racial background (15.6%), gender (13.3%), religion
(8.1%), sexual orientation (5.2%), and other contributing
reasons, as shown in Fig. (6).

Persistent types of cyberharassment reported in this
study included negative comment spamming (4.9%),
sending the same provocative message repeatedly (5.4%),
posting material hurtful to the victim (2.2%), encouraging
others to harass the victim (4.5%), and other forms (3.6%).
The most frequent period for persistent harassment to
occur was less than 1 week (20.7%), over 1 month (9.5%)
and 1-4 weeks (2.8%) (Fig. 6).

Triggering Factors of Online Harrasment

Differencés
Perception
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Physical Condition
and|Self Image
41%
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Repeated experiences of Cyber Harrasment
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48%
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Fig. (6). Ground and repeated experiences of cyber harassment.
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Online threat occurrence has seemed like an important
aspect of the results for both physical and psychological
online threats the respondents experienced or witnessed
while using social media. Exposure to doxing was 7.9%,
threats of physical violence were 2.3%, threats against
family members were 3.2%, and other threats were 1.4%.
Those behind the threats were mainly anonymous (25.8%),
strangers (25.8%), and, to a lesser extent, acquaintances
(3.3%). The phenomenon of cyberstalking was also
identified through respondents’ experiences of being
intensively monitored by perpetrators via social media.
Forms of cyberstalking included persistent commenting on
victims’ posts, repeated messaging despite being ignored,
following the accounts of victims’ friends and family,
saving and reusing victims’ photos or videos, and using
multiple accounts to track victims’ online activity.

The majority of respondents who experienced various
forms of cyber harassment, including hate speech, online
sexual harassment, repeated harassment, threats of
physical or psychological violence, and cyberstalking,
chose not to report the incidents to digital platforms or
relevant authorities (82%). Only 17.4% of respondents
reported the incidents they encountered. The study has
also identified forms of cyberbullying against digital
natives, such as public insults, mockery, social isolation in
digital environments, or impersonation and digital identity
violation. Approximately 30% of the respondents said they
had been subjected to public insults or ridicule
(cyberbullying), and 18.7% reported impersonation, such
as fake accounts pretending to be them or someone else.

4.3. Psychological Impact and Mitigation Perception

In terms of how the respondents felt about the security
provided by the social media platforms, the findings
revealed that the social media platforms remain largely
ineffective in the prevention and response to different
forms of cyberbullying, including mockery, insults, and
impersonation (fake accounts). The different forms of
cyberbullying that the respondents received via social
media include: being belittled (21.1%), being threatened
with physical harm (13.1%), hearing derogatory
statements about specific identities (6.6%), and child
shaming (3.3%). The majority of the participants, about
30.5%, chose to ignore the cyberbullying they received.
Other coping strategies included blocking the offenders
(20.1%), and reporting the cases on the social media
report page (8.5%).

Turning to psychological effects, it varied based on the
reactions of the victims and the gravity of the incidents.
Around 5.5% of the respondents have experienced serious
stress and depression, 13.4% have felt emotionally
disturbed as they continued to recall the incidents, and
31.7% have reported mild psychological disturbance. In
addition to verbal and visual types of abuse, the study also
noted the occurrence of digital violence in the form of the
dissemination of harmful information, which included
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hoaxes or disinformation, defamation, and doxing
(unauthorized disclosure of personal data). The section
below presents the results of the analysis of the
respondents’ answers, which, in a way is a reflection of
the prevalence of information-based violence on social
media. A total of 15.8% of the respondents reported
having received harmful information or fake news at least
once in the past six months. On the other hand, 15.3
percent of the respondents said they encountered fake
news two to three times over the same period. The most
prevalent categories of hoaxes were groundless
allegations (22.9%) and misinformation (20.1%). In
addition to being exposed to fake news, the study has also
looked at the respondents’ experiences in terms of
defamation on social media.

The results show that strangers (36.1%) and false or
anonymous accounts (20.6%) were the most common
identified sources of online sexual harassment. Other
victims identified harassers from their immediate social
circles, such as friends or acquaintances (6.2%), and an
additional 37.1% pointed out other actors. In response to
online sexual harassment, the majority of respondents
chose to block the perpetrator’s account (44.4%), ignore
the incident (24.2%), report it to the digital platform
(23.2%), share their experience with others (13.1%), or
take other actions (28.3%). Approximately 14.3% of
respondents reported experiencing severe psychological
impacts from online sexual harassment, while 22.4%
experienced moderate impacts and 28.6% reported mild
impacts.

It is worth noting that in the case of defamation, the
respondent was more likely to be targeted by their friends
or acquaintances (11.9%) than by a stranger (7.4%). This
is different from the previously discussed online violence
in the form of hate speech and cyberbullying, in which the
offender in most cases was an unknown person. In terms
of psychological impact, the above-mentioned forms of
online violence are no less serious than traditional
violence. Plan International [44] noted that online violence
and misinformation can have systematic damaging effects
on mental health, feelings of safety, and self-confidence. In
this context, the effects, to which respondents, as victims
of online violence on social media, were exposed, is
described in the following figure by the distribution of the
degree of psychological discomfort they have received.
Details of psychological impact on online harassment
survivors are presented in Fig. (7).

The psychological impact of online violence was
reported, with 17.6% of respondents fearing social media
use, 13.6% feeling sadness and depression, 6.4%
experiencing anger and frustration, and 8.8% reporting
other emotional impacts. In addition, 25.4% had faced
sexual harassment on social media, including sexually
suggestive messages (26.3%), explicit comments (6.8%),
obscene images or videos (24.6%), and requests for
indecent content (13.6%).
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The Psychological Impact On Survivor Of
Online Harrasment
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Fig. (7). Online harassment psychological impact.

Findings of the impact of online violence showed that,
in addition to psychological disturbances, the experience
also manifested in changes in the online behavior of the
victims. When asked about the reactions they experienced
as a result of online hate speech exposure, some victims
reported different psychological reactions such as fear of
accessing social media (17.6%), feelings of sadness or
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depression (13.6%), and anger and frustration (6.4%). In
the case of online bullying experiences, victims reported
different levels of psychological disturbances, from the
continuous recollection and feeling bad about what they
experienced (13.4%), mild psychological disturbance
(31.7%), to extreme stress and depression (5.5%) (Fig. 7).
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Accordingly, the authors of the study emphasize the
need for additional investigation into the respondents’
experiences concerning exposure to the triggering digital
content of self-harm or suicide. This evidence is in line
with the results of Alavi et al. [48], which pointed to the
history of being bullied as one of the primary predictors of
suicidal ideation among adolescents. The experiences of
being the target of bullying were related to the elevated
risk of suicidal thoughts and other psychological
disorders.

In addition, online content that contains graphic visual
or textual material regarding suicide or self-harm can
negatively impact vulnerable individuals, particularly
adolescents and young adults. Exposure to this content,
even in the form of viewing or reading, can result in
psychological distress and increased suicidal ideation,
especially in individuals with a history of trauma or pre-
existing mental health conditions [49]. Respondents’
experiences and reactions to self-harm-related content
and the psychosocial stress from online bullying are
presented in the following paragraphs.

Suicide-related exposure was prevalent within the
study sample. 51.8% of participants reported hearing or
reading stories about suicide, 45.6% had seen photos or
videos of self-harm, and 29.5% reported seeing comments
or statements that expressed nihilism or discouragement.
Social media exposure to this content can often create
significant emotional distress and be particularly
burdensome for those with a previous psychological
history. Emotional responses to such exposure were
measured as well; the majority of respondents reported
experiencing feelings of sadness and discomfort (50.8%),
7.4% reported increased anxiety, 1.6% of respondents
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admitted to being triggered to think about the same thing
(suicidal ideation), and 1.1% reported even developing a
desire to self-harm after such exposures.

The psychological impact of online harassment is
shown in Fig. (8). These findings confirm that digital
interactions, especially on social media platforms, serve
not just as a means of communication but also as an
environment capable of inducing significant psychological
distress. Explicit or highly emotional content might elicit
adverse reactions, particularly when encountered
frequently or during periods of psychological vulnerability.
Consistent with these findings, prior research by Sedgwick
et al. [49] highlighted that exposure to suicide-related
content on the internet can exacerbate suicidal ideation
among teenagers and young adults, especially those with a
history of trauma, bullying, or mental health issues.

Then, from the aspect of cyber harassment, exposure
to social networks had an important impact on the digital-
native participants’ mental health. The percentage of
these people who said that thinking (as worrying), was
causing them psychological pressure reached to 22.8. It
was 21.8 when it comes to worrying about sharing too
much personal information or telling personal stories
online. In contrast, those (only 4.5%) liked to cut all
connections after exposure to violent videos on social
media. As a result of the above-stressed general
psychological conditions, some specific clinical
psychological symptoms resulting from this stress were
also studied, such as lack of motivation for studying or
daily activities (19.2%), very frequent mood changes
(16.2%), difficulties in sleeping or even insomnia (11.6%),
and eating disorders (3.5%) (Fig. 8).

The Psychological Impact on Survivor of Online Harrasmet

feeling unappreciated (psychologycal stress) HEl— 2.5

afraid to express oneself (psychologycal stress)  IEEEEEEEGEGEGEGGGEGEEEEG_—_—_———— 21.8

withdrawing from online N 4.5

Overthinking  INEG——E—— 5.3

Difficulty sleeping (psychologycal symptoms) I 11.6

Eating disorders (psychologycal symptoms) I 3.5

extreme mood swings IEEEEEEEEEEEGEGNGG_——_ 1 G2

Decreased motivation to learn NG 102

Fig. (8). Psychological impact of online harassment.
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From this result, we can notice that even though social
media was initially developed to enhance inclusiveness
and free virtual communication, overindulgence in virtual
modalities could cause emotional detachment and impair
authentic human connectivity. This echoes Turkle, who
warns that social media not only changes the way we
interact but also the quality of our emotional relationships
and our deeper self-awareness in everyday life [50]. On
the other hand, Prensky argues that students could
develop certain types of communication skills in virtual
settings that might become transferable to their real life
[46].

In terms of how safe the respondents felt using social
media, the results show that 17.2% of respondents
reported feeling unsafe while browsing social media, while
72.9% reported feeling less safe while using social media
to connect with people. However, the study also
uncovered a contradiction: 77.2% of people reported
having experienced violence and harassment online. In
other words, while the most common response was that
people generally felt “moderately safe,” they were not
naive about the challenges of platform-based protection.
Moreover, more than 60% of respondents believe most
people still don’t know enough about the risks of
harassment and violence on social media. These results
point to the need to continue strengthening digital literacy
and collective awareness of ethics and user protection in
digital spaces, especially among digital natives.

Similarly, other studies have also underlined that
although social media is a tool for communication, it also
has potential dangers regarding the mental health of
younger users. For example, the Suicide Prevention
Resource Center showed that “material that glamorizes or
romanticizes suicide or self-harm, in social media may
heighten at-risk persons’ emotional fragility and increase
the probability of such behavior” (para. 2). In turn, Harari
warned that the twenty-first-century digital society is
facing a “tsunami” of information but a scarcity of
meaning and, as a result, people may develop coldness
and a lack of compassion for others’ suffering in online
spaces. Drawing from the thematic analysis of the open
questions in our survey, our participants agree that these
psychosocial disturbances must be addressed by a dual
approach, combining both individual accountability and
structural support.

On an individual level, a high degree of digital literacy
should be encouraged: digital natives should be taught to
be reflexive about their actions online, how they feel, and
how to balance their online and offline life. Respondents
also suggested that schools should take on the
responsibility of educating students about digital literacy
and emotional resilience to better prepare them to
navigate the online space more consciously and
confidently. Another suggestion was for platforms and
policymakers to collaborate in implementing effective
reporting mechanisms, promoting algorithm transparency,
and establishing community guidelines that prioritize user
well-being and minimize exposure to harmful content.
Additionally, some respondents advocated for the idea of
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digital detox practices or designated screen-free zones to
promote a healthier balance between online and offline
interactions, potentially fostering more authentic social
connections and emotional well-being. In short, reducing
the psychosocial consequences of online violence will
likely require a combination of technological interventions
and a cultural shift towards more empathetic, mindful, and
humane online behavior.

We acknowledge that this study has limitations, yet it
offers insight into the patterns of online harassment that
digital natives experience as the dominant media
consumers. Initially, it is important to note that this study
does not encompass the entire demographic.
Consequently, we suggest that additional studies be
conducted on other demographics, such as elderly users.
Secondly, we recognize that, because participants were
recruited through voluntary online distribution in
university messaging groups and on social media, the
sample is non-probability and may overrepresent students
who are more active online or more willing to report
harassment. This sampling approach limits the
generalizability of prevalence estimates to the broader
population of Indonesian youth. Future studies should use
probability sampling or stratified recruitment across
institutions to enhance representativeness. In addition,
qualitative research can also be a viable alternative for
documenting the strategies used by online harassment
victims who are able to survive and manage the pressure
they endure.

CONCLUSION

As a closing note to this paper, it is expected that this
study contributes to a more comprehensive understanding
of Indonesian digital natives’ digital engagement,
anchored in how affordances for self-expression may
facilitate online harassment that constrains participants’
psychological well-being. We believe that the mapping of
communication practices, construction of identity, and
experience of harassment based on lived experiences has
provided a grounded and nuanced conceptualization of
how youth make sense of and navigate digital life. This
study set out to answer two significant questions: (1) What
are the patterns of online harassment in digital natives’
experiences in Indonesia? Moreover, (2) What are the
essential ingredients that need to be in place to address
online harassment?

Overall, our findings support the idea that preventing
online harassment is not solely a reactive response.
Instead, positive digital enablement is central.
Respondents, in general, showed an understanding of
online risks, but gaps in knowledge and confidence
remained concerning identifying, responding to, and
reporting harm. Thus, we must promote media and digital
literacy as a technical skill as well as a core aspect of
digital safety and ethical online practices. Developing
digital resilience means providing people with concrete
skills to practice privacy, think critically about content,
and feel safe and empowered to report online abuse
through a more user-friendly reporting channel.
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The main contribution of this study lies in its multi-
type, platform-level perspective that links harassment
frequency and psychological-harm signals to cultural and
platform affordances, offering actionable targets for
moderation and education. Practically, our findings
support prioritizing platform-specific moderation efforts,
integrating culturally tailored digital-literacy modules into
higher-education curricula, and developing peer-support
systems to improve reporting and early response. Routine
screening questions about online harassment exposure
and psychological impact to identify at-risk students and
connect them with timely support. Together, these steps
can translate the cross-platform mapping presented here
into targeted prevention and evaluation efforts.

Moving forward, institutional accountability and
platform responsibility are still crucial baselines for the
urgent advancements in internet safety. In fact,
respondents as users notice an upsetting paradox: on one
hand, more users express partial safety while browsing
online; on the other hand, they are not having the kind of
empowered personal experience that online platforms can
provide in order to feel completely protected. To bridge
the existing gap, social media and digital companies
should work towards stricter content moderation policies
and clearer reporting systems, as well as setting up
hotlines or more responsive support centers for people
targeted with online harassment. These efforts must also
be in sync with legislators, educators, and civil society to
work collaboratively in creating a safer online
environment.

AUTHORS’ CONTRIBUTIONS

The authors confirm contribution to the paper as
follows: K.S.: Study conception and design: S.W.T., G.L.:
Data collection; V.S.: Analysis and interpretation of
results; V.S., G.L.: Draft manuscript. All authors reviewed
the results and approved the final version of the
manuscript under the coordination of the 1% author.

LIST OF ABBREVIATIONS

Al = Artificial Intelligence

APJIT = Asosiasi Penyedia Jasa Internet
Indonesia/The Indonesian Internet Provider
Association

CTI = Communication Theory of Identity

COVID-19 = Corona Virus Disease-19

KPAI = Komisi Perlindungan Anak Indonesia/The
National Commission on Harassment
Against Women and Children

ETHICS APPROVAL AND CONSENT TO

PARTICIPATE

The study has received an ethical clearance
recommendation letter from the review board at the
Faculty of Social Sciences Education, Universitas
Pendidikan Indonesia, under letter number 0912/UN40.
A2.1/PT.01.00.

Suryadi et al.

HUMAN AND ANIMAL RIGHTS

All human research procedures followed were in
accordance with the ethical standards of the committee
responsible for human experimentation (institutional and
national), and with the Helsinki Declaration of 1975, as
revised in 2013.

CONSENT FOR PUBLICATION

All data collection was conducted with the consent of
the respondents.

STANDARDS OF REPORTING
STROBE guidelines were followed.

AVAILABILITY OF DATA AND MATERIALS

The data used for this study are accessible to the
public upon request via email to the Corresponding
Author.

FUNDING

The study was funded in 2025 by the Directorate of
Research and Community Service (DPPM) at Universitas
Pendidikan Indonesia under grant number 302/UN40.
D/PT.01.01

CONFLICT OF INTEREST

The authors declare no conflict of interest, financial or
otherwise.

ACKNOWLEDGEMENTS
Declared none.

REFERENCES

[1] Ratnasari E, Sumartias S, Romli R. Social media, digital activism,
and online gender-based violence in Indonesia. Nyimak: J
Commun 2021; 5(1): 97-116.
http://dx.doi.org/10.31000/nyimak.v5i1.3218

[2] Tapsell R. Media power in Indonesia: Oligarchs, citizens, and the
digital revolution. Rowman & Littlefield International. London:
Rowman & Littlefield International Ltd. 2017.

[3] Hunt E. Media literacy and digital citizenship. Encyclopedia of
Child and Adolescent Health. Elsevier 2022; 3: pp. (1): 372-84.
http://dx.doi.org/10.1016/B978-0-12-818872-9.00144-8

[4] Kaplan A, Mazurek G. Social media. In: Albarran A, Mierzejewska
B, Jung J, Eds. Handbook of Media Management and Economics.
(2nd ed.). New York: Routledge 2018; pp. 269-82.
http://dx.doi.org/10.4324/9781315189918-17

[5] Sukmayadi V. Indonesia: An evolving media landscape. Media
Compass. New Jersey: Wiley 2025; pp. 326-35.
http://dx.doi.org/10.1002/9781394196272.ch31

[6] Survei pengguna internet di Indonesia APJII 2023. 2023. Available
from: https://surveil.apjii.or.id/download_survei/l1f6debaa-4al3-
4594-96f9-41b525dcd8eb

[7] Tarsidi DZ, Suryadi K, Budimansyah D, Rahmat R. Social media
usage and civic engagement among Indonesian digital natives: An
Analysis. Jurnal Civics: Media Kajian Kewarganegaraan 2023;
20(2): 257-69.
http://dx.doi.org/10.21831/jc.v20i2.60812

[8] Zhu AYF, Chan ALS, Chou KL. Creative social media use and
political participation in young people: The moderation and
mediation role of online political expression. J Adolesc 2019;
77(1): 108-17.
http://dx.doi.org/10.1016/j.adolescence.2019.10.010 PMID:
31706214


http://dx.doi.org/10.31000/nyimak.v5i1.3218
http://dx.doi.org/10.1016/B978-0-12-818872-9.00144-8
http://dx.doi.org/10.4324/9781315189918-17
http://dx.doi.org/10.1002/9781394196272.ch31
https://survei1.apjii.or.id/download_survei/1f6debaa-4a13-4594-96f9-41b525dcd8eb
https://survei1.apjii.or.id/download_survei/1f6debaa-4a13-4594-96f9-41b525dcd8eb
http://dx.doi.org/10.21831/jc.v20i2.60812
http://dx.doi.org/10.1016/j.adolescence.2019.10.010
http://www.ncbi.nlm.nih.gov/pubmed/31706214

Mapping Online Harassment and their Perceptions of Mitigation

(91

(101

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

Anisa AR, Ipungkarti AA, Saffanah KN. The impact of lack of
literacy and low critical thinking skills in education in Indonesia.
Curr Res Educ Ser J 2021; 1(1): 1-12.
http://dx.doi.org/10.17509/crecs.v1i1.32685

Literasi Digital Masih Hadapi Tantangan. 2023. Available from:
https://www.kompas.id/baca/humaniora/2023/02/01/literasi-digital
-masih-hadapi-tantangan

Miller WJ, McKenna MC. World literacy: How countries rank and
why it matters. World Literacy: How Countries Rank and Why it
Matters. New York: Routledge 2016.

Laksana AB. Minister of social affairs: 84% of children aged 12-17
experience bullying. 2018. Available from: https://news.detik.com/
berita/d-3568407/mensos-84-anak-usia-12-17-tahun-mengalami-
bullying

Fierce on social media microsoft thinks that Indonesian netizens
are rude in Southeast Asia. 2021. Available from:
https://voi.id/en/technology/35786/fierce-on-social-media-microsof
t-thinks-that-indonesian-netizens-are-rude-in-southeast-asia

KPAI Annual Report: The rocky road to child protection - A
serious threat to indonesia's golden generation. 2025. Available
from: https://www.kpai.go.id/publikasi/laporan-tahunan-kpai-
jalan-terjal-perlindungan-anak-ancaman-serius-generasi-emas-
indonesia

Hinduja S. Generative Al as a Vector for Harassment and Harm.
Florida, USA: Cyberbullying Research Centre 2023. Available
from: https://cyberbullying.org/generative-ai-as-a-vector-for-
harassment-and-harm

Alfarizy M. Riset: 92 Persen Orangtua Indonesia Khawatir Cyber
Bullying. Jakarta: Tempo Media 2018. Available from:
https://tekno.tempo.co/read/1125254/riset-92-persen-orangtua-ind
onesia-khawatir-cyber-bullying/full&view=0k

Silvyana A, Zefanya B, Nurpadilah FH, et al. Upaya penanganan
cyberbullying di media sosial: Studi Perbandingan antara
Indonesia dan Korea Selatan. Jurnal Ilmiah Universitas
Batanghari Jambi 2024; 24(2): 1152-62.
http://dx.doi.org/10.33087/jiubj.v24i2.5455

Wulandari A, Aw S. How schools in Indonesia fights againts
cyberbulling? Jurnal Civics: Media Kajian Kewarganegaraan 2023;
20(2): 332-40.

http://dx.doi.org/10.21831/jc.v20i2.57716

Katz E, Blumler ]G, Gurevitch M. Uses and gratifications
research. Public Opin Q 1973; 37(4): 509-23.
http://dx.doi.org/10.1086/268109

Hecht ML. 2002-a research odyssey: Toward the development of a
communication theory of identity. Commun Monogr 1993; 60(1):
76-82.

http://dx.doi.org/10.1080/03637759309376297

Short J, Williams E, Christie B. The social psychology of
telecommunications. London, New York: Wiley 1976.

Bukhori B, Nuriyyatiningrum NAH, Zikrinawati K, Liem A, Wahib
A, Darmu’in . Determinant factors of cyberbullying behaviour
among Indonesian adolescents. Int J Adolesc Youth 2024; 29(1):
2295442,

http://dx.doi.org/10.1080/02673843.2023.2295442

Erdur-Baker Q. Cyberbullying and its correlation to traditional
bullying, gender and frequent and risky usage of internet-
mediated communication tools. New Media Soc 2010; 12(1):
109-25.

http://dx.doi.org/10.1177/1461444809341260

Schoenebeck S, Lampe C, Triéu P. Online harassment: Assessing
harms and remedies. Soc Media Soc 2023; 9(1):
20563051231157297.
http://dx.doi.org/10.1177/20563051231157297

Stewart A, Schuschke J, Tynes B. Online racism: Adjustment and
protective factors among adolescents of color. In: Fitzgerald HE,
Johnson DJ, Qin DB, Villaruel FA, Norder J, Eds. Handbook of
Children and Prejudice. New York: Springer International
Publishing 2019; pp. 501-13.
http://dx.doi.org/10.1007/978-3-030-12228-7 28

Tseng E, Sabet M, Bellini R, Sodhi HK, Ristenpart T, Dell N. Care

[27]

(28]

[31]

[32]

[40]

[46]

15

infrastructures for digital security in intimate partner violence.
CHI Conference on Human Factors in Computing Systems. New
Orleans ,29 April-5 May 2022, pp 1-20
http://dx.doi.org/10.1145/3491102.3502038

Tackling cyberbullying and other forms of online violence
involving children and young people. 2021. Available from:
https://unesdoc.unesco.org/ark:/48223/pf0000379493

Donegan R. Bullying and cyberbullying: History, statistics, law,
prevention and analysis. Elon J Undergrad Rese Commun 2012;
3(1): 33-42. Available from: https://eloncdn.blob.core.windows.
net/eud/sites/153/2017/06/04DoneganE]Spring12.pdf

Brown A. Hate Speech Law. New York: Routledge 2015.
http://dx.doi.org/10.4324/9781315714899

Gelashvili T. Hate Speech on Social Media: Implications of private
regulation and governance gaps. LLM Thesis Lund University
2018.https://lup.lub.lu.se/luur/download?func=downloadFile&reco
rdOId=8952399&file0Id=8952403

Ruscher JB. Hate Speech. Cambridge: Cambridge University
Press 2025.

http://dx.doi.org/10.1017/9781009534666

Hietanen M, Eddebo J. Towards a definition of hate speech-with a
focus on online contexts. ] Commun Inq 2023; 47(4): 440-58.
http://dx.doi.org/10.1177/01968599221124309

Paasch-Colberg S, Strippel C, Trebbe J, Emmer M. From insult to
hate speech: Mapping offensive language in german user
comments on immigration. Media Commun 2021; 9(1): 171-80.
http://dx.doi.org/10.17645/mac.v9i1.3399

Sellars A. Defining Hate Speech. SSRN Electron ] 2016.
http://dx.doi.org/10.2139/ssrn.2882244

Douglas DM. Doxing: A conceptual analysis. Ethics Inf Technol
2016; 18(3): 199-210.
http://dx.doi.org/10.1007/s10676-016-9406-0

Weekes C]J, Storey JE, Pina A. Cyberstalking perpetrators and
their methods: A systematic literature review. Trauma, Violence,
and Abuse. California: SAGE citations Ltd. 2025.
http://dx.doi.org/10.1177/15248380251333411

Igbal M, Cyprien G. The urgency of regulation in the case of
online gender-based violence in Indonesia. Sawwa: J Studi Gender
2021; 16(2): 173-90.

http://dx.doi.org/10.21580/sa.v16i2.8132

Sukmayadi V. The dynamics of media landscape and media policy
in Indonesia. Asia Pacific Media Educator 2019; 29(1): 58-67.
http://dx.doi.org/10.1177/1326365X19844853

Rocha-Silva T, Nogueira C, Rodrigues L. Intimate abuse through
technology: A systematic review of scientific Constructs and
behavioral dimensions. Comput Human Behav 2021; 122: 106861.
http://dx.doi.org/10.1016/j.chb.2021.106861

Pramujiono A, Ardhianti M, Widya Hanindita A, Rohmah N, Dian
Andanty F. Are Indonesian netizens really uncivilized? 5th
International Conference on Education and Social Science
Research (ICESRE). Semarang ,5 October 2022 , pp 165-182
http://dx.doi.org/10.18502/kss.v7i19.12439

Wagas A, Salminen J, Jung S, Almerekhi H, Jansen B]. Mapping
online hate: A scientometric analysis on research trends and
hotspots in research on online hate. PLoS One 2019; 14(9):
e0222194.

http://dx.doi.org/10.1371/journal.pone.0222194 PMID: 31557227
Krejcie RV, Morgan DW. Determining sample size for research
activities. Educ Psychol Meas 1970; 30(3): 607-10.
http://dx.doi.org/10.1177/001316447003000308

Growing up in a connected world: A global perspective on child
online safety. 2019. Available from: https://www.unicef-irc.org/
citations/pdf/Growing-Up-Connected.pdf

The Truth Gap: Exploring the impact of misinformation and
disinformation on girls and young women. 2023. Available from:
https://plan-international.org/citations/the-truth-gap/

Arnett JJ. Emerging adulthood: A theory of development from the
late teens through the twenties. Am Psychol 2000; 55(5): 469-80.
http://dx.doi.org/10.1037/0003-066X.55.5.469 PMID: 10842426
Prensky M. Digital natives, digital immigrants. On Horiz 2001;


http://dx.doi.org/10.17509/crecs.v1i1.32685
https://www.kompas.id/baca/humaniora/2023/02/01/literasi-digital-masih-hadapi-tantangan
https://www.kompas.id/baca/humaniora/2023/02/01/literasi-digital-masih-hadapi-tantangan
https://news.detik.com/berita/d-3568407/mensos-84-anak-usia-12-17-tahun-mengalami-bullying
https://news.detik.com/berita/d-3568407/mensos-84-anak-usia-12-17-tahun-mengalami-bullying
https://news.detik.com/berita/d-3568407/mensos-84-anak-usia-12-17-tahun-mengalami-bullying
https://voi.id/en/technology/35786/fierce-on-social-media-microsoft-thinks-that-indonesian-netizens-are-rude-in-southeast-asia
https://voi.id/en/technology/35786/fierce-on-social-media-microsoft-thinks-that-indonesian-netizens-are-rude-in-southeast-asia
https://www.kpai.go.id/publikasi/laporan-tahunan-kpai-jalan-terjal-perlindungan-anak-ancaman-serius-generasi-emas-indonesia
https://www.kpai.go.id/publikasi/laporan-tahunan-kpai-jalan-terjal-perlindungan-anak-ancaman-serius-generasi-emas-indonesia
https://www.kpai.go.id/publikasi/laporan-tahunan-kpai-jalan-terjal-perlindungan-anak-ancaman-serius-generasi-emas-indonesia
https://cyberbullying.org/generative-ai-as-a-vector-for-harassment-and-harm
https://cyberbullying.org/generative-ai-as-a-vector-for-harassment-and-harm
https://tekno.tempo.co/read/1125254/riset-92-persen-orangtua-indonesia-khawatir-cyber-bullying/full&view=ok
https://tekno.tempo.co/read/1125254/riset-92-persen-orangtua-indonesia-khawatir-cyber-bullying/full&view=ok
http://dx.doi.org/10.33087/jiubj.v24i2.5455
http://dx.doi.org/10.21831/jc.v20i2.57716
http://dx.doi.org/10.1086/268109
http://dx.doi.org/10.1080/03637759309376297
http://dx.doi.org/10.1080/02673843.2023.2295442
http://dx.doi.org/10.1177/1461444809341260
http://dx.doi.org/10.1177/20563051231157297
http://dx.doi.org/10.1007/978-3-030-12228-7_28
http://dx.doi.org/10.1145/3491102.3502038
https://unesdoc.unesco.org/ark:/48223/pf0000379493
https://eloncdn.blob.core.windows.net/eu3/sites/153/2017/06/04DoneganEJSpring12.pdf
https://eloncdn.blob.core.windows.net/eu3/sites/153/2017/06/04DoneganEJSpring12.pdf
http://dx.doi.org/10.4324/9781315714899
https://lup.lub.lu.se/luur/download?func=downloadFile&recordOId=8952399&fileOId=8952403
https://lup.lub.lu.se/luur/download?func=downloadFile&recordOId=8952399&fileOId=8952403
http://dx.doi.org/10.1017/9781009534666
http://dx.doi.org/10.1177/01968599221124309
http://dx.doi.org/10.17645/mac.v9i1.3399
http://dx.doi.org/10.2139/ssrn.2882244
http://dx.doi.org/10.1007/s10676-016-9406-0
http://dx.doi.org/10.1177/15248380251333411
http://dx.doi.org/10.21580/sa.v16i2.8132
http://dx.doi.org/10.1177/1326365X19844853
http://dx.doi.org/10.1016/j.chb.2021.106861
http://dx.doi.org/10.18502/kss.v7i19.12439
http://dx.doi.org/10.1371/journal.pone.0222194
http://www.ncbi.nlm.nih.gov/pubmed/31557227
http://dx.doi.org/10.1177/001316447003000308
https://www.unicef-irc.org/citations/pdf/Growing-Up-Connected.pdf
https://www.unicef-irc.org/citations/pdf/Growing-Up-Connected.pdf
https://plan-international.org/citations/the-truth-gap/
http://dx.doi.org/10.1037/0003-066X.55.5.469
http://www.ncbi.nlm.nih.gov/pubmed/10842426

16 The Open Psychology Journal, 2026, Vol. 19

9(5): 1-6.
http://dx.doi.org/10.1108/10748120110424816

[47] Taipale S. Synchronicity matters: Defining the characteristics of

digital generations. Inf Commun Soc 2016; 19(1): 80-94.
http://dx.doi.org/10.1080/1369118X.2015.1093528

Suryadi et al.

http://dx.doi.org/10.1027/0227-5910/a000456

Sedgwick R, Epstein S, Dutta R, Ougrin D. Social media, internet
use and suicide attempts in adolescents. Curr Opin Psychiatry
2019; 32(6): 534-41.

http://dx.doi.org/10.1097/YC0.0000000000000547 PMID:
31306245

[50] Turkle S. Reclaiming conversation: The power of talk in a digital
age. New York, NY: Penguin Press 2015.

[48] Alavi N, Reshetukha T, Prost E, Newton AS, Uguen M, Groll D.
Reactions of youth to suicide-related social media content: A
qualitative study. Crisis 2017; 38(5): 329-38.

DISCLAIMER: The above article has been published, as is, ahead-of-print, to provide early visibility but is not the final version.
Major publication processes like copyediting, proofing, typesetting and further review are still to be done and may lead to changes in
the final published version, if it is eventually published. All legal disclaimers that apply to the final published article also apply to this
ahead-of-print version.



http://dx.doi.org/10.1108/10748120110424816
http://dx.doi.org/10.1080/1369118X.2015.1093528
http://dx.doi.org/10.1027/0227-5910/a000456
http://dx.doi.org/10.1097/YCO.0000000000000547
http://www.ncbi.nlm.nih.gov/pubmed/31306245

	[1. INTRODUCTION]
	1. INTRODUCTION
	2. LITERATURE REVIEW
	2.1. Online Harassment in its various Forms
	2.2. What does this Mean for Indonesian Digital Natives?

	3. METHOD
	4. RESULTS AND DISCUSSION
	4.1. Consumption Pattern
	4.2. Online Harassment Pattern
	4.3. Psychological Impact and Mitigation Perception

	CONCLUSION
	AUTHORS’ CONTRIBUTIONS
	LIST OF ABBREVIATIONS
	ETHICS APPROVAL AND CONSENT TO PARTICIPATE
	HUMAN AND ANIMAL RIGHTS
	CONSENT FOR PUBLICATION
	STANDARDS OF REPORTING
	AVAILABILITY OF DATA AND MATERIALS
	FUNDING
	CONFLICT OF INTEREST
	ACKNOWLEDGEMENTS
	REFERENCES


